IT Essentials: PC Hardware and Software v4.1 Chapter 16 — Lab/Student

16.3.1 Lab: Configure Wireless Security

Introduction
Print and complete this lab.

In this lab, you will configure and test the wireless settings on the Linksys WRT300N.

Recommended Equipment
e Two computers with Windows XP or Windows Vista
An Ethernet NIC installed in computer 1
A Wireless NIC installed in computer 2
Linksys WRT300N Wireless Router
Ethernet patch cable

Step 1
Ask the instructor for the following information that is used during the lab.

Default Login Information:
User Name (if any)

Password

Basic Wireless Settings:
Network Name (SSID)

Important: Only use configurations assigned by the instructor.

Note: use computer 1 for all lab instructions unless stated.

Step 2
Connect computer 1 to an Ethernet ports on the wireless router with an Ethernet patch
cable.

Plug in the power of the wireless router. Boot the computer and log in as an
administrator.

Step 3
Open the command prompt.

Type ipconfig.

What is the IP address for the computer?

What is the default gateway for the computer?

Step 4
Open Internet Explorer and connect to the wireless router.

Type “admin” in the “Password:” field.
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The Setup screen appears. Click Wireless tab.

LINKSYS®

A Division of Cisco Systems, Inc.
Firmware Version : v0.92.9

Wireless-N Broadband Router WRT300H

Wireless y Applications &

Setup Wireless Gaming Administration Status

Basic Wireless Settings ] AC Fitter | Adh

Basic Wireless Settings
etk e (550):

Radic Band : |Wide-40r.|HzChannel v|

Wide Channel:

Standard Channel : 1-28412GHZ w

S5I0 Broadcast Enabled (' Disabled

®

Save Settings Cancel Changes

Step 5
Click Wireless Security tab, then for Security Mode select WPA2 Personal.

LINKSYS®

A Division of Cisco Sysiems, Inc.
Firmware Version: v0.93.9

Wireless-N Broadband Router  wWRT300N

Wireless Access Applications &

Wireless Security Restric fem———

| Wireless Security | Fitter | A

Administration Status

Security Mode: Dizabled w

WEP
WPA Perzonal

WPA. Enterprize

WPAZ Enterprize
RADIUS Cisco SYSTEMS
Dizabled

Save Settings Cancel Changes

Set the following settings:
Encryption — AES

Pre-shared Key — c!scol&b1361
Key Renewal — 3600

Click Save Settings > Continue.
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LINKSYS®

A Division of Cisco Systems, Inc.

Firmaare Version: v0.92.9
Wireless-N Broadband Router  WRT300N
ereless Access Applications &

icicss Sy, Restrictions Gaming

| Wireless Security | C Filter |

Administration Status

Wireless Security

Security Mode: WPAZ Perzonal
Encryption:

Pre-zhared Key: |c:5c:ul&b1 361

Key Renewal: seconds

Save Settings k Cancel Changes

Keep Internet Explorer open to the Linksys router.

Step 6
Log in to computer 2, the wireless computer, as the administrator.

Connect to the wireless network. If asked for a security key or passphase enter:
c!scol&b1361

Open the command prompt.
Type ipconfig /all.

What is the physical address of the wireless NIC?

Type ping IPaddress. Where IPaddress is the IP address of computer 1.

Was the ping successful?
Keep the command prompt window open.
Step 7

From computer 1, make sure Internet Explorer is active.

Under the Wireless tab click Wireless MAC Filter.
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LINKSYS®

A Division of Cisco Systems, Inc.

Wireless

Access Restriction

MAC Address Filter List

Wireless Security

Firmware Version : v0.93.9

WRT300H

Wireless-N Broadband Router

Applications &
Gaming

Administration Status

Wireless MAC Filter |

O Enabled @ Disabled

Prevent PCs lizted below from accessing the wireless network.

Permit PCs listed below to access the wireless network.

MAC 01: MAC 26:
MAC 02: MAC 27:
MAC 03: MAC 28:

Select Enabled > Prevent > click Wireless Client List button.

LINKSYS®

A Division of Cisco Systems, Inc.

Wireless

Access Restriction

MAC Address Filter List

Step 8

Wireless Security

Firmware Version : v0.53.5
Wireless-N Broadband Router WRT300H

Applications &
Gaming

Administration Status

Wireless MAC Filter |

® Enabled O Disabled

@ Prevent PCs listed below from accessing the wireless network.

O Permit PCs listed below to access the wireless network.

Wireless Client List k

MAC 01: |00:00:00:00:00:00 MAC 26 |00:00:00:00:00:00
MAC 02 |00:00:00:00:00:00 MAC 27 |00:00:00:00:00:00
MAC 03 |00:00:00:00:00:00 MAC 28 |00:00:00:00:00:00

Select Save to MAC Address Filter List check box for computer 2.
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I
LINKSYS®

A Division of Cisco Systems, Inc.

SortBy | |paddress v

Client Interface IP MAC Status Save to MAC Address
Name Address Address Filter List
John-Ultimate| \Wireless (152.168.1.101|00:0E:E8:D1:3%:98| Connected

T TN BT

Click Add.

The Wireless MAC Filter window opens.

Firmu

Wireless.N Broadband Router WRT300H

Wireless Access Applications &

Wireless Security HeEt g Gaming Ad istration Status

etting ur| 1 Fitter

eless MAC Filter

(&) Enabled (O Disabled

@ Prevent PCs ksted below from accessing the wireless network.

Access Restriction
O Permit PCs listed below to access the wireless network

Wireless Client List
WAC 01; [00:0EEBD1:39:98 | mac 26 [00:00:00:00:00:00
MAC Address Filter List
WAC 02 [00:00:00:00:00:00 | wac 27: [00.00.00:00:00:00

MAC 03: [00:00:00:00:00:00 | wac 28: [00:00:00:00:00:00
MAC 04; |DD:DE:DIJ 00:00:00 MAC 29: [00:00:00:00:00:00
MAC 05: |DU:DD:DU:00:GG:DD KaC 30: [00:00:00:00:00:00
MAC 06: |DU:UD:DO:00:GU:UU Mac 31; [00:00:00:00:00:00
MAC 07; [00:00:00:00:00:00 | WA 32; [00:00:00:00:00:00
MAC 08; |00:00:00:00:00:00 MAC 33: [00:00:00:00:00:00

MAC 0g; |00:00:00:00:00:00 MAC 34: |00:00:00:00:00:00
MAC 10: [00:00:00:00:00:00 MAC 35: (00:00:00:00:00:00
MAC 11; |00:00:00:00:00:00 ] MaAC 26; [00:00:00:00:00:00
MAC 12: |00:00:00-:00:00:00 MAC 37; |00:00:00:00:00:00

MAC 13; |00:00:00:00:00:00 MAC 38: [00:00:00:00:00:00
MAC 14: (00:00:00:00:00:00 MaAC 38: |00:00:00:00:00:00
MAC 15: |00:00:00:00:00:00 MAC 40; |00:00:00:00:00:00
MAC 16 |00:00:00:00:00:00 MAC 41; [00:00:00:00:00:00
MAC 17: |00:00:00:00:00:00 MAC 42: [00:00:00:00:00:00

MAC 18: 00:00:00:00:00:00 MAC 43; (00:00:00:00:00:00
MAC 18 |UU:UU 00:00:00:00 | mac 44: |00:00:00:00:00:00
MAC 20: |DD:DE:DO:00:M:DD MAC 45; |00:00:00:00:00:00
MAC 21: |DD 00:00-00:00:00 MAC 46: |00:00-00:00:00:00

MAC 22 [00:00:00:00:00:00 | maC 47: [00:00:00:00:00:00
WAC 23; [00:00:00:00:00:00 | wAC 48: |00.00:00:00:00:00
MAC 24 |DD:DD:DB:00:M:DD MAC 48 |nn 00:00:00:00:00
WAC 25: [00:00:00:00:00:00 | mac s0: [00:00:00:00:00:00

Save Settings k Cancel Changes
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Click Save Settings > Continue.

Step 9
From computer 2:
In the command prompt window type ping IPaddress. Where IPaddress is the IP
address of computer 1.

Was the ping successful?

Step 10
From computer 1, click the browser so it is activated.

Click Administration on the main tab bar.

LINKSYS®

A Division of Cisco Systems, Inc.

Firrmware *

Wireless-N Broadband Router WRT300N

Administration Atcess Applications &

' - Administration Status
Setup Wireless Security Restrictions Gaming

jement | Log Dia | Fa fts | Firm

Router Access | Router Pazsword :

Re-enter to confirm :

Web Access Wieh Ltilty Access HTTP CIurres
‘Web Liility Access via
Wireless © ® enabled O Dpisabled
Remote Access Remate Management : O Enabled @ pisabled
‘Web Liility Access HTTP HTTPS
Remote Upgrade : Enabled Disabled

Allovwed Remote IP Address
. Any IP Address

N N O ) |

Remaote Management Port

Upnp Upnp : ® enabled O Dpisabled

Allow Usersto Configure . & Enabled O Disabled
Alloewy Users to Disable

Internet Access © O enabled @ Dpisabled
Backup and Restore [ Backup Configurations ] [ Restore Configurations ]
Save Settings Cancel Changes k

Highlight the Router Password, type lab1631. Type the same password in Re-enter to
confirm.

Click Cancel Changes. Do not save the new password.

Step 11
Click Security on the main tab bar.
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By default SPI Firewall Protection is Enabled.

LINKSYS®

A Division of Cisco Sysiems, Inc.

Security Access

Wireless Security Restrictions

SPI Firewall Protection: {51 Enabled O Disabled

Internet Filter

Fitter &nonymous Internet Requests
[ Fiter Mutticast
|:| Filter Internet MAT Redirection

Fiter IDENT (Port 11:3)

|:| Prosy |:| Jawva |:| Actived D Cookies

Save Settings

What Internet Filters are activated?

What Web Filters are activated?

Step 12
Click Applications & Gaming on the main tab bar.

Click Single Port Forwarding.

Cancel Changes

Firmuwar:

Wireless-N Broadband Router WRT300N

Applications &

B Administration Status
Gaming

Cisco SYSTEMS

© 2007-2010, Cisco Systems, Inc. All rights reserved.

Page 7



IT Essentials: PC Hardware and Software v4.1 Chapter 16 — Lab/Student

LINKSYS®

A Division of Cisco Systems, Inc.

Wireless-N Broadband Router  wnr3oon
Applications & o
Gaming Wireless Security Re:f:iifi:ns & ':;':':‘li':;‘ & Administration Status

| Port g | DMZ |

Single Port Forwarding

Application Hame Externet Port Internet Port  Protocol To IP Address Enabled

192 168

W

192 168

192 168

192 168

192 168

192,168
192,168

192,168
192,168

Both (v | 192 188

FEEEE NI EEME

Both | 192 168

0
0

Save Settings Cancel Changes

To forward an otherwise blocked port to a specific computer, select Application Name
FTP.

LINKSYS®

A Division of Cisco Systems, Inc. Fi
Wireless-N Broadband Router WRT300N
Applications & —
Gaming setup reless  Seeury | Aueess - [ARETECSRSE auministration  status

| Po

Single Port Forwarding

Application Hame Externet Port Internet Port  Protocol ToIP Address Enabled

192 168 .

o

e O I N O O Y L Y |

192 165 .
182 168
192 168
192 165 .
182 168
192 168 .
192 165 .
182 168
192 168 .
192 165
182 168
192 168 .
192 165 .

o o o |p (oD D DD
2 & 2|2 (2] (2] |8](2]|2
B R R AR AN AR A R EA N A

0
1

192 165 .

Save Setlings Cancel Changes

Type the last octet of the IP address for the computer and then click Enabled checkbox.
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LINKSYS®

A Division of Cisco Systems, Inc.

Applications &

Gaming Setup

Wireless Security

Access

Fir

Wireless-N Broadband Router WRT300N

Applications &

Restrictions

Part

Gaming

Administration

| DME |

Status

r
Single Port Forwarding

Application Hame

iG]
Mone W
Mane W
Mone %

Mone W

JIMIR

T

ol o oo o o0 o o @D
S (&[22 |2 (22 2] 2|2 ,
SR A N AR A R A N A

Externet Port Internet Port  Protocol

To IP Address

192.
192.

192

192.
192.

192

192.
192.

192

192.
192.

192

192
192.

192.

=
=

@
@

Sawve Settings

o

i [ i DAY i A I i i I

1,102

Cancel

Enabled

K

Changes k

Click Cancel Changes. Do not save the new setting.

Step 13

Click Port Range Triggering.

LINKSYS'®

A Division of Cisco Systems, Inc.

Applications &
Gaming

Port Range Triggering

Setup

Wireless

Access
Restrictions

| Port Ran

Firmuwat

Wireless-N Broadband Router WRT300N

Applications &
Gaming

Administration Status

Application Hame Triggered Range Forwarded Range
| (b lwp o Jwp |
| C b e T el |
| I R R
| P b e el |
| NI 1R R T
| P b e [ el |
| P b e T el |
| P b e T el |
| ANCT 1 RN R I
| N C R R R

Save Settings

Enabled

FEENEEEEE S

Cancel Changes

To open an otherwise blocked port, type in the application name IRC. Then type the
Triggered Range 6660 to 7000, Forwarded Range 113 to 113 and then click Enabled

checkbox.
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LINKSYS®

A Division of Cisco Systems, Inc.

Firmuwat

Wireless-N Broadband Router WRT300N
Applications &
Access Applications &

Gamlng i Ao cbictiong o Administration Status

| Port Ran
Port Range Triggering

Application Hame Triggered Range Forwarded Range Enabled
Re | [eee0 |tol7ooo | [113 Jta[t13 |
| I R L
| T - T
| I - I
| T T - T
| I R L
| I R T
| I T - T
| N T T T
| AT N I LT

Save Settings Cancel Changes k

Click Cancel Changes. Do not save the new setting.

Step 14
From computer 1, click Wireless tab.

Click Wireless MAC Filter > Disable.

Click Save Settings > Continue.
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