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5.6.3 Lab: Registry Backup and Recovery in Windows XP

Introduction
Print and complete this lab.

In this lab, you will back up a computer registry. You will also perform a recovery of a computer
registry. The registry is also called System State data.

Recommended Equipment
The following equipment is required for this exercise:
e A computer system running Windows XP is required for this exercise.

Step 1
Log on to the computer as yourself.

Click Start > Run.

Type ntbackup and then click OK. The “Backup or Restore Wizard” window appears.

Backup or Restore Wizard

s

Welcome to the Backup or
Restore Wizard

This wizard helps you back up or restore the files and
settings on your computer.

if you prefer, you can switch to Advanced Mode to change the
settings used for backup or restore. This option is recommended
for advanced users only.

[]iAlways start in wizard mode

To continue, click Mext.

l [ Cancel

=
A
W
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Step 2
Click Advanced Mode.

The Backup Utility window appears.

[ Backup Utility - [Untitled] m=*

Job Edit view Toolks Help

Welcome | Backup | Restore and Manage Media | Schedule Jobs

Welcome to the Backup Utility Advanced Mode

If you prefer, you can switch to to use simplified settings for backup or restore.
... | Backup Wizard (Advanced)
% The Backup wizard helps you create a backup of your programs and files.
.l

pog, Restore Wizard (Advanced)
% The Restore wizard helps you restore your data from a backup.
|

- Automated System Recovery Wizard
3 The ASR Preparation wizard helps you create a two-part backup of your system: a floppy disk that has
i, your system settings, and other media that contains a backup of your local system partition

For Help, press F1

Step 3
Click Backup Wizard.

The “Welcome to the Backup Wizard” window appears.

Backup Wizard

Welcome to the Backup Wizard

This wizard helps you create a backup copy of your data. In
the evert of a hardware failure or accidental erasure, you
can use the backup copy to restore your data.

To continue, click Next.

[ Mext = ][ Cancel
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Step 4
Click Next.

Click the Only back up the System State data radio button.

Backup Wizard

.L
What to Back Up @
= S

You can specify the items you want to back up.

Select what you want to back up:

() Back up evenything on this computer

() Back up selected files, drives, or network data
(%) Only back up the System State data

< Back “ Mext = l[ Cancel

Step 5
Click Next.

The “Backup Type, Destination, and Name” window appears.

Backup Wizard
Backup Type. Destination. and Name @
. 0 2

Your files and settings are stored in the destination you specify.

Choose a place to save your backup:
sy )

Type a name for this backup:
Backup

<Back || Net> | [ Cancel
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Step 6
Click Browse....

If you are asked to insert a disk into the floppy disk drive, click Cancel.

The “Save As” dialog box appears.

Save As
Save in: | @' Desldop [v] 3 & = E-
= E] WMy Documents
L"\ﬁ i My Computer
My Recert &g My Network Places
[Cychs_labs
E_{} [Cehi
Desktop
My Documents
L
My Computer
Network
IW:IIPIEn::l\n'a\ll.".cI File name: |Badu.phkf| [V] I Save l
Save as type: | Backup Files {*bid) [v] ’ Cancel l

Step 7
Click the My Documents icon on the left side of the “Save As” dialog box.

Click Save.

The “Backup Type, Destination, and Name” window re-appears.

Backup Wizard
Backup Type, Destination, and Name
Your files and settings are stored in the destination you specify. %
-°

Select the backup type:

Choose a place to save your backup:

C:\Documents and Settings\Admin'My Documents®. M [ Browse...

Type a name for this backup:
Backup

<Back || MNed> | [ Cancel
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Step 8
Click Next.

The “Completing the Backup Wizard” window appears.

Backup Wizard
Completing the Backup Wizard

You have created the following backup settings:

Description: Set created 3/26/2007 at 2:53 PM
Contents:  Back up only the system state.
Location:  File
Media: C:v . ings\Admin My Documents*Backup bid
When: Now

Werfy off, Do not use hardware compression,

Append to my media, Mormal backup.

To close this wizard and start the backup, click Finish.
To specify additional backup options,

click Advanced.

[ < Back “ Finish I[ Cancel ]

Step 9
Click Advanced....

The “Type Of Backup” window appears.

Backup Wizard
Type of Backup
You can choose the type of backup that fits your needs. @
L °
Select the type of backup:
Mormal w
Description

Backs up selected files, and marks each file as backed up.

[ < Back ” MNead = ][ Cancel ]

The default backup type is “Normal”. If available, make sure that “Backup Migrated
Remote Storage Data” is not checked.
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Step 10
Click Next.

The “How To Backup” window appears.

Backup Wizard
How to Back Up
You can specify verfication, compression, and shadow copy options.
TN

Select the options you want to use.

[ Verify data after backup

Verfication reads the backed-up data to verfy its integrity. This
step takes extra time, but verfication helps ensure that your
backup is successful.

Hardware compression increases the available storage space
on the backup media, which reduces storage costs.

A volume shadow copy allows files to be backed up even
though they are in the process of being written to.

< Back ” Mext = l[ Cancel

Step 11
Click the Verify Data After Backup check box, and then click Next.

The “Backup Options” window appears.

Backup Wizard

Backup Options
‘You can specify whether to ovenwrite data, and whether to restrict access to your
data. o

if the medium you are using to back up your data already
contains backups, choose one of the following options:

(%) Append this backup to the existing backups

(") Replace the existing backups

The fallowing option is available only if you are replacing the
existing backups.

< Back ” Mext > ][ Cancel
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Step 12
Click Replace the existing backups, and then click Next.

The “When to Back Up” window appears.

Backup Wizard
Backup Options

You can specify whether to overwrite data, and whether to restrict access to your
data.

If the medium you are using to back up your data already
contains backups, choose one of the following options:

() Append this backup to the existing backups
(%) Replace the existing backups

The following option is available only f you are replacing the
existing backups.

[ < Back ][ Next > ]I Cancel

Step 13
At the “When To Back Up” window, click Now and then click Next.

The “Completing the Backup Wizard” window appears.

Backup Wizard

=

Completing the Backup Wizard

You have successfully completed the Backup wizard. You
specified the following settings:

Description:  Set created 3/26/°2007 at 3:16 PM

What: Back up only the system state.

Media type: File

Media: C:\Documents and Settings*Admin My ...
When: MNow

How: Verify on, Do not use hardware compression,

Append to my media, Normal backup.

To close this wizard and proceed with the backup, click
Finish.

< Back ]| Finish |[ Cancel
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Step 14
Click Finish.

The “Backup Progress” window appears.
X
2 . =

Drive: System State

Label: Backup bkf created 3/26/2007 at 3:19 PM

Status: Backing up files from your computer. .

Progress: (WEnn ]
Elapsed: Estimated remaining:

Time: 14 zec. 1 min., 49 sec.

Processing:  System State\...INDOWS\AppPatchAcLua.dl
Processed: Estimated:

Files: 380 2,486

Bytes: 53.529.769 472 535469

The “Backup Progress” window indicates that the backup is complete.

Backup Progress Bx

The backup is complete.
To see detailed information, click Report.
Drive: System State
Label: Backup bkf created 3/26/2007 at 3:19 PM
Status: Completed

Elapsed: Estimated remaining:
Time: 14 sec.

Processed: Estimated:
Files: 2486 2486
Bytes: 472,871,385 472 467 677
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Step 15
Click Report.

The Notepad application window appears containing the report.

) backup01.log - Notepad =<
Fle Edit Format View Help
Backup status ”~

Operation: Backup
Active backup destination: File
Media name: "Backup.bkf created 3/26/2007 at 3:19 PM"

Backup (via shadow copy) of "system state"

Backup set #1 on media #1

Backup description: "Set created 3/26/2007 at 3:19 pPM"
Media name: "Backup.bkf created 3/26/2007 at 3:19 PM"

Backup Type: Copy

Backup started on 3/26/2007 at 3:19 PM.
Backup completed on 3/26/2007 at 3:20 PM.
Directories: 178

Files: 2486

Bytes: 472,871, 385

Time: 1 minute and 6 seconds

verify status

operation: verify after Backu

Active backup destination: File

Active backup destination: C:‘\Documents and
Settingsh\Admin\My Documents‘\Backup.bkf

verify of "system state"

Backup set #1 on media #1

Backup description: "Set created 3/26/2007 at 3:19 pPM"
verify started on 3/26/2007 at 3:20 PM.

verify completed on 3/26/2007 at 3:21 PM.

Directories: 178

Files: 2486

Different: 0

Bytes: 472,871, 385 |
Time: 14 seconds s

Close Notepad.
In the Backup Progress dialog box, click Close.
Close the Backup Utility.
Step 16
Click Start > Run....

Type regedit in the “open:” field. The Registry Editor window appears.

# Registry Editor =Jo&d

Fie Edit View Favorites Help

Name Type Data

+ (I HKEY_CURRENT_USER
-1 HKEY_LOCAL_MACHINE
#-(Z HKEY_USERS

(I HKEY_CURRENT_CONFIG

My Computer

© 2007-2010, Cisco Systems, Inc. All rights reserved. Page 9



IT Essentials: PC Hardware and Software v4.1 Chapter 5 - Lab/Student

Step 17
Expand the HKEY_CURRENT_USER Registry Key.

Expand the Control Panel Registry Key.

Expand the PowerCfg Registry Key

Right-Click the Screen Saver.Stars Registry Key

Click Delete

Click File > Exit in the Registry Editor window.

Browse to the “My Documents” folder and locate the “backup.bkf” file.

Double-click the backup file to bring up the Backup Utility Wizard.

Click Next.
Backup or Restore Wizard
Backup or Restore ——
You can back up files and settings, or restore them from a previous backup.
What do you want to do?
O Back up files and settings
(+) Restore files and settings
[ <Back |[ MNe> | [ Cancel

© 2007-2010, Cisco Systems, Inc. All rights reserved. Page 10



IT Essentials: PC Hardware and Software v4.1 Chapter 5 - Lab/Student

Step 18
Click the Restore files and settings radio button and then click Next.

The “What to Restore” window appears.

Backup or Restore Wizard

What to Restore
You can restore any combination of drives, folders, orfiles.
=

A Double click an item on the left to see its conterts. Then select the
% i check box nex to any drive, folder, orfile that you want to restare.

-------- |
ltems to restore:

+ D@ File Backup ldentification Label Me
[] &l Backup bkf created 3/26/2007 at 3:19 ... CAl

< Back " Mezxt = ][ Cancel

Step 19
Expand the file.

Expand the backup.bkf file.

Click the System State check box.

Backup or Restore Wizard

What to Restore
*You can restore any combination of drives, folders, orfiles. ‘@
o

: O Double click an item on the left to see its contents. Then select the
LE% i check box next to any drive, folder, or file that you want to restore.

--------
ltems to restore:

= [ File Backup ldentfication Label Me

=[] @ Backup bif created 3 | 7 (3 Backup bif created 3/26/2007at 3:19 .. Cl
BA T System State

< Back ” Mead = ][ Cancel
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Step 20
Click Next.

The “Completing the Backup or Restore Wizard” window appears.

Completing the Backup or
Restore Wizard

“You have created the following restore settings:

Restore from: Backup bl created 3/26/2007 at 3:15 PM
Type: File

Restore to: Original locations

Existing files: Do not replace

To close this wizard and start the restore, click Finish.

To specify additional restore options,
click Advanced.

[ < Back ][ Finish ][ Cancel ]

Step 21
Click Advanced.

The “Where to Restore” window appears.
[i=

Backup or Restore Wizard

Where to Restore
The selected files and folders are restored to the destination you specify.

Select a destination for the restored files and folders.

Restore files to:

Original location Ev3

< Back ” Nex > ][ Cancel
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Step 22
The default restoration location is “Original location”.

Click Next.

The “Restoring System State will always overwrite current System State unless restoring
to an alternate location.” Warning window appears.

Click OK.

Warning |

L] E Restoring Systemn State will always overwrite current System State unless restoring to an alternate location.
[

[ oK 1 [ Cancel

Step 23
Click the Replace existing files if they are older than the backup files radio button.
Backup or Restore Wizard
How to Restore

You can choose how you wart to restore files that are already on your computer. @
. ©

When restoring files that already exist on your computer:

{7 Leave existing files {Recommended)

{*):Replace existing files i they are older than the backup files!
(") Replace existing files

< Back ” Neat = l[ Cancel
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Step 24
Click Next.

The “Advanced Restore Options” window appears

Backup or Restore Wizard

Advanced Restore Options @
=

You can choose to restore securty or special system files.

Select the options you want to use:

Restore security settings

Restore junction paoints, but not the folders and file data they
reference

Preserve existing volume mount points

< Back ” Mexd = l[ Cancel

Be sure that all three check boxes are selected, and then click Next.
Click Finish.
The system recovery begins by copying the files back to the computer.

When prompted to restart the computer, click Yes. The computer will restart.

Step 25
Click Start > Run....

Type regedit in the “Open:” field.
Click OK.

You should see the “Screen Saver.Stars” Registry key in the Registry Editor application
window.

Click File > Exit.

1. How does backing up the system state files save time?
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