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Lab 3.1.5 Building a Peer-to-Peer Network

Objectives

Design and build a simple peer-to-peer network using a crossover cable supplied by the instructor.
e Verify connectivity between the peers using the ping command.

Background / Preparation

In this hands-on lab, you will plan and build a simple peer-to-peer network using two PCs and an Ethernet
crossover cable.

The following resources are required:

e Two Window XP Professional PCs, each with an installed and functional Network Interface Card
(NIC)

¢ An Ethernet crossover cable

Step 1: Diagram the network

a. A network diagram is a map of the logical topology of the network. In the space below, sketch a
simple peer-to-peer network connecting two PCs. Label one PC with IP address 192.168.1.1 and the

other PC with IP address 192.168.1.2. Use labels to indicate connecting media and any necessary
network devices.

b. A simple network like the one you designed can use a hub or switch as a central connecting device,

or the PCs may be directly connected. Which kind of cable is required for a direct Ethernet connection
between the two PCs?
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Step 2: Document the PCs

a. Check the computer name settings for each PC and make adjustments as necessary. For each PC,
select Start and Control Panel. Double-click the System icon, then click the Computer Name tab.
Write down the computer name that is displayed following Full computer name:

PC1 Name:

PC2 Name:

System Properties

System Restore Automatic U pdates R emote
General Computer Mame Hardware Advanced
.

| wiindowes uzes the following information o identify your computer

:.‘j o the network.,

Computer description: Computer]

Far example: "Kitchen Camputer ar b ary's

Compiker,
Full computer narme: Computerl.
Wwork.group: WORKGROUP
To uze the Metwark, [dentification *izard to join a Wetwark 1D
domain and create a local user account, click Metwark,

10

To rename thiz computer or join a domain, click Change.

k. l [ Cancel

b. Check to see if the two PCs have the same name. If they do, change the name of one PC by clicking
the Change button, typing a new name in the Computer name field, then clicking OK.

Click OK to close the System Properties window.

d. Why is it important that each PC on a network have a uniqgue name?
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Step 3: Connect the Ethernet cable

a. Use the Ethernet crossover cable provided by the instructor. Plug one end of the cable into the
Ethernet NIC of PC1.

b. Plug the other end of the cable into the Ethernet NIC of PC2. As you insert the cable, you should
hear a click which indicates that the cable connector is properly inserted into the port.

Step 4: Verify physical connectivity

a. After the Ethernet crossover cable is connected to both PCs, take a close look at each Ethernet port.
A light (usually green or amber) indicates that physical connectivity has been established between the
two NICs. Try unplugging the cable from one PC then reconnecting it to verify that the light goes off
then back on.

b. Go to the Control Panel, double click the Network Connections icon, and confirm that the local
area connection is established. The following figure shows an active local area connection. If physical
connectivity problems exist, you will see a red X over the Local Area Connection icon with the words
Network cable unplugged.

‘.'.'» Metwork Connections

File Edit Miew Favorites Tools  Advanced Help

eBack - \_/,l Lﬁ /:HJ Search (7 Folders v

address @, Mebwork Connections | | Morkon Ankiviros Q -
#| LAM or High-5peed Internet

Metwork Tasks :
= N
B Create a new . )
conneckion .
Local Area Wireless
g SEt_ up a home or smal Connection Metwork,
office netwiork, Connection

& Change Windows
Firewall settings

See Also

jg Metwark
Troubleshooker

Other Places

[}- Conkral Panel

\ﬂ My Metworl: Places
B My Dacuments

:} Iy Compuker

c. Ifthe Local Area Connection does not indicate that it is connected, troubleshoot by repeating Steps 3
and 4. You may also want to ask your instructor to confirm that you are using an Ethernet crossover
cable.
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Step 5: Configure IP settings

a. Configure the logical addresses for the two PCs so that they are able to communicate using TCP/IP.
On one of the PCs, go to the Control Panel, double click the Network Connections icon, and then
right click the connected Local Area Connection icon. Choose Properties from the pull-down menu.

b. Using the scroll bar in the Local Area Connection Properties window, scroll down to highlight
Internet Protocol (TCP/IP). Click the Properties button.
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-+ Local Area Connection Properties

General |.¢.uthenticatinn Advanced

Connect using:
ES Realkek RTLE139/810x Family Fazt

Thiz connection uzes the following tems:

Bl 005 Packet Scheduler A
% AEGIS Protocal (IEEE 802 1) +w2.31.9
Internet Protocal [TCPAF] =
b
< | >
[ Install... Froperties
Drezcription

Tranzmizsion Control Protocaol/ ntermet Protocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected netwarks.

Show ican in notification area when connected
M atify me when this connection haz limited ar no connectivity

(] ] [ Cancel
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c. Select the Use the following IP address radio button and enter the following information:

IP Address 192.168.1.1

Subnet Mask 255.255.255.0

Eeneral

'ou can get [P zettingz aszigned automatically if your nebwork. supports
this capability. Othenwize, you need to agk your network, administrator for
the appropriate [P settings.

{3 Obtain an IP address autamatically
{(#) Use the following IP address:

P address: J192 18801 1 |

Subnet mask: | Zhh 26 28R 0 |

Default gateway: | : : : |

Ootain DS server address automahcally

(%) Use the following DMNS server addresses:
Freferred DMS server: | . . . |

Alternate DMS zerver | : . . |

[ OF. ][ Cancel ]

d. Click OK, which will close the Internet Protocol (TCP/IP) Properties window. Click the Close button
to exit the Local Area Connection Properties window.

e. Repeat steps 5a — 5d for the second PC using the following information:

IP Address 192.168.1.2

Subnet Mask 255.255.255.0

Step 6: Verify IP connectivity between the two PCs

NOTE: To test TCP/IP connectivity between the PCs, Windows Firewall must be disabled temporarily on both
PCs. Windows Firewall should be re-enabled after the tests have been completed.

a. On PC1, on the Windows XP desktop, click Start. From the Start menu, select Control Panel, and
double-click Network Connections.

b. Right-click the Local Area Connection icon and select Properties. Click the Advanced tab. Locate
and click the Settings button.
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c. Make a note of whether the firewall settings are ENABLED (ON) for the Ethernet port or DISABLED
(OFF) for the Ethernet port.

d. If the firewall settings are enabled, click the Off (not recommended) radio button to disable the
firewall. The setting will be re-enabled in a later step. Click OK in this dialog box and the following to
apply this setting.

e. Now that the two PCs are physically connected and configured correctly with IP addresses, we need
to make sure they communicate with each other. The ping command is a simple way to accomplish
this task. The ping command is included with the Windows XP operating system.

f.  On PC1, go to Start, then Run. Type cmd, and then click OK. A Windows command prompt window
will appear as shown in the figure below.

g. Atthe > prompt, type ping 192.168.1.2 and press Enter. A successful ping will verify the IP
connectivity. It should produce results similar to those shown in here.

Microsoft Windows HF [Version 5.1.26801
CC» Copyright 1985-2881 Microsoft Corp.

C:xDocuments and Settingsslogon>ping 192.168.1.2
Pinging 192.168.1.2 with 32 hytes of data:c

Reply from 192.168.1.2: bhytes=32 time{imsz TTL=128
Reply from 192.168.1.2: hytez=32 time{imz TTL=128
Reply from 192.168.1.2: bhytez=32 time{imsz TTL=128
Reply from 192.168.1.2: hytez=32 time{imz TTL=128

Ping statistics for 172.168.1.2:

Packetz: Sent = 4. Received = 4, Lost = @ (@x lossz>.
Approximate rowund trip times in milli—seconds:

Minimum = Bmz,. Maximum = Bms,. Average = Bms

C:xDocuments and Settingsslogon>

h. Repeat Steps 6a-6¢ on the second PC. The second PC will ping 192.168.1.1.

i. Close the Windows command prompt window on both PCs.
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Step 7: Verify connectivity using My Network Places

a.

b
C.
d.
e
f.

A PC can share its resources with other PCs on the network. PCs with shared resources should be
visible through My Network Places. On PC1, go to Start, click My Network Places, and then click
View workgroup computers in the left panel.

@mk- > ‘!‘ j:"’swd-. | Folders  [131)-

Addrass i!i Ciscm
g:! Cisco 27 {Heel 7-27) g! Cigco 28 (Heel7-28)

Metwork Tasks

wt Add anetwork place
le__; View nebwork conmections

#) Setup a home or small
office network

< Sat up & wireless retweork
for a home or small office

,’tj View workgroup complters

il Show icons For networkad
B
UPnP devices

Do you see an icon for the other PC in your peer-to-peer network?
What is the name of the other PC?

Is it the same name you recorded in Step 27?

Perform Step 7a on the second PC.

Close any open windows.

Step 8: (Optional — Use only if the Firewall was originally ENABLED) Re-enable the firewall

a.

If you disabled the Windows Firewall in Step 6, click Start, select Control Panel, and open the
Network Connections control panel.

Right-click the Ethernet network connection icon and select Properties. Click the Advanced tab.
Locate and click Settings.

If the firewall settings are disabled (and they were enabled before this lab began), click the On radio
button to enable the firewall. Click OK in this dialog box and the following one to apply this setting.
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